@y COLORADO

COMMUNITY COLLEGE SYSTEM INVITA TION FOR BID
POSTING DATE: 5/7/2024 BID NUMBER: IFB 24-031
Return all Bids to: Purchasing Agent:
www.BidNetDirect.com Mario Montoya

itpurchasing@cccs.edu

Bid Due Date: 5/21/2024 Bid Due Time: 2:00 p.m. (MT)

LATE BIDS WILL NOT BE ACCEPTED
No faxes, email or other electronic submissions will be accepted.

COLORADO COMMUNITY COLLEGE SYSTEM (CCCS) IS SOLICITING BIDS FOR

REMOVAL AND DISPOSAL OF EXISTING WIRE MATERIAL AND INSTALLATION OF CAT 6 WIRING FOR TRINIDAD

STATE COLLEGE (TSC), TRINIDAD, COLORADO (MAIN CAMPUS).

l. General Information

1.

This solicitation is published using the State of Colorado eProcurement website known as ColoradoVSS as the
Official Means of Communication and on BidNet Direct as a secondary posting site for submissions. The
awarded vendor will be required to register with ColoradoVsS if they have not already done so. ColoradoVSS
and its registration information may be found here: https://www.colorado.gov/VSS. BidNet Direct ‘s website is
www.bidnetdirect.com.

Bids must be in accordance with specifications set forth and subject to conditions herein and/or attached. All
respondents are responsible for checking the ColoradoVSS system for award; no other notification will be
provided.

Awarded vendor will contact the TSC College Representative, IT Director, Ira Williamson, prior to delivery to make
arrangements for installation/shipping, delivery and off-loading of items. If you are using a third party for the
delivery, vendor must make arrangements to meet the delivery truck and off-load the shipment.

Pricing to remain firm for 90 days from due date.

A Purchase Order will be issued to the awarded Contractor. Contractor should review the PO Terms and
Conditions attached to this bid as Attachment B.

Il. General Conditions:

1.

CCCS is required to have a W-9 on file for every company it does business with. Complete the W-9 provided as
Attachment A.
Availability of Funds: Financial obligations of the State payable after the current fiscal year are contingent upon
funds for that purpose being appropriated, budgeted and otherwise made available. In the event funds are not
appropriated, any resulting contract will become null and void, without penalty to the State of
Colorado.
A Contractor that operates as a sole proprietor hereby swears or affirms under penalty of perjury that the
Contractor (i) is a citizen of the United States or otherwise lawfully present in the United States pursuant to federal
law, (ii) shall comply with the provisions of CRS 24-76.5-101 et seq, and (iii) shall produce one of the forms of
identification required by CRS 24-76.5-103 prior to the effective date of this Contract. Except where exempted by
federal law and except as provided in CRS 24-76.5-103(3), a Contractor that receives federal or state funds under
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10.

11.

12.

this contract must confirm that any individual natural person eighteen years of age or older is lawfully present in
the United States pursuant to CRS 24-76.5-103(4) if such individual applies for public benefits provided under this
contract.
Contract performance outside of the United States or Colorado, 24-102-206. Prior to contracting or as a
requirement for the solicitation of any contract from the State for services, as appropriate, any prospective
vendor shall disclose in a statement of work where services will be performed under the contract, including
subcontracts, and whether any services under the contract or subcontracts are anticipated to be performed
outside of the United States or the State. If the prospective vendor anticipates services under the contract or
any subcontracts will be performed outside the United States or the State, the vendor shall provide in its
statement of work a provision setting forth why it is necessary or advantageous to go outside the United States
or the State to perform the contract or any subcontracts.
ILLEGAL ALIENS—PUBLIC CONTRACTS FOR SERVICES. CRS 8-17.5-101 and 24-76.5-101. The Contractor certifies
that the Contractor shall comply with the provisions of CRS 8-17.5-101 et seq. The Contractor shall not knowingly
employ or contract with an illegal alien to perform work under this contract or enter into a contract with a
subcontractor that fails to certify to the Contractor that the subcontractor shall not knowingly employ or contract
with an illegal alien to perform work under this contract. The Contractor represents, warrants, and agrees that it
(i) has verified that it does not employ any illegal aliens, through participation in the Basic Pilot Employment
Verification Program administered by the Social Security Administration and Department of Homeland Security,
and (ii) otherwise will comply with the requirements of CRS 8-17.5-102(2)(b). The Contractor shall comply with
all reasonable requests made in the course of an investigation under CRS 8-17.5-102 by the Colorado Department
of Labor and Employment. If the Contractor fails to comply with any requirement of this provision or CRS 8-17.5-
101 et seq., the State may terminate this contract for breach and the Contractor shall be liable for actual and
consequential damages to the State.
PERA. CCCS is a Colorado PERA affiliated employer. Pursuant to Colorado SB06-235 and C.R.S. 24-51-1101(2),
CCCS is requiring the vendor to notify CCCS’s Purchasing Office within fifteen (15) calendar days from the date of
the contract if the services provided are being or are to be performed by a PERA retiree.
Bidders must be able to demonstrate the ability to perform according to the terms of this bid. Bidders will be
required to have experience in providing this type of goods and/or services to organizations of similar size and
complexity. CCCS may require additional information of the apparent successful bidder to determine their
ability to perform. This information may include, but is not limited to, previous experience of company; years in
business; quality and condition of equipment; and financial condition.
CCCS reserves the right to reject all bids and re-solicit at any time prior to contract start date. CCCS reserves the
right to cancel this bid in its entirety at any time without penalty CCCS also reserves the right to reject any or all
bids in part or in whole and to waive technicalities as allowed in the Procurement Rules. CCCS reserves the right
to make multiple awards from the bid if in the best interest of the State.
In the event that CCCS receives a single bid to its solicitation, the CCCS reserves the right to turn the single
received bid into a negotiated procurement.
CCCS may reject any bid that is unbalanced if it is in the best interest of the State to do so. A bid will be
considered unbalanced when, in the opinion of the Purchasing Manager, the bid allocates a disproportionate
share of costs to the price of one or more bid items and reduces the costs to the price of another bid item or
items, and if there is a reasonable possibility that the bid will not result in the lowest overall cost to CCCS.
Quantities - CCCS reserves the right to adjust quantities stated in this solicitation. Available funding versus prices bid
may affect actual quantities ordered. CCCS may choose to increase or decrease quantities stated in the documents
depending on the circumstance. CCCS is not obligated to place any order for a given amount subsequent to the
award of this solicitation. CCCS may use any stated estimated quantities in the award evaluation process. Estimated
qguantities do not contemplate or include possible additional quantities that may be ordered by other entities
utilizing this contract. In no event shall CCCS be liable for payments in excess of the amount due for quantities of
goods or services actually ordered. CCCS reserves the right to purchase additional goods and services at the same
bid prices or lower within a reasonable period of time following award.
MWBE - It is the State’s goal to achieve maximum participation of minorities and women owned businesses in the
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13.

14.

15.

16.

17.
18.

19.

20.

21.

22.

procurement process. Accordingly, minority and women owned business enterprises are to be utilized whenever

possible.

SDVOSB - In accordance with House Bill 14-1224, CCCS reports on contracts with Service Disabled Veteran Owned

Small Businesses (SDVOSB). Bidders who qualify as SDVOSB and are registered with vetbiz.com are requested to

submit proof of certification with their response.

In accordance with Procurement Code, CRS 24-103-207.5 titled -Purchasing Preference for Environmentally

Preferable Products; bidders responding to this solicitation may seek to qualify for the preference and

governmental bodies conducting this solicitation shall award a contract to a bidder who offers environmentally

preferable products subject to the conditions in the Code and Procurement Rules.

This IFB does not obligate CCCS to pay any costs incurred in the preparation or the submission of such bids, or to

purchase or contract for materials or services from such bids if not in the best interest of the State of Colorado

and CCCS.

INDEMNIFICATION. The vendor shall indemnify, save and hold harmless the State, CCCS, its employees and

agents, against any and all claims, damages, liability, and court awards including costs, expenses, and attorney

fees incurred as a result of any act or omission by the contractor, its employees, agents, subcontractor, or
assignees pursuant to the terms of the contract.

The quoted price shall be exclusive of any Federal or State Taxes from which CCCS is exempt.

Bids will be evaluated on vendor’s responsiveness to CCCS’s needs and completeness of response requirements

as outlined. Cost will be the main factor used in evaluating bids. Evaluation may also take into account payment

terms, projected delivery dates, and any other pertinent factors.

Bidders guarantee to CCCS that they understand and agree to the terms and conditions of the bid; guarantee a

continuing supply and consistent quality of the service offered; and that they will not default from performance

by virtue of a mistake or misunderstanding.

Successful bidder(s) shall comply with the requirements of the bid. If a bidder fails to perform, CCCS reserves

the right to take remedial action including cancellation of the contract (with a 30 day written notice) for cause

(default). Cause is defined as failure to meet requirements of the written specifications and conditions, or

correct deficiencies upon receipt of notice. Failure to maintain satisfactory performance after notice will be

sufficient cause for immediate cancellation of the purchase order. In the event of default, CCCS may make an
award to the next lowest bidder or to re-bid at its discretion.

Reciprocity is mandated by statute. CRS 8-18-101 states, “When a contract for commodities or services is to be

awarded to a bidder, a resident bidder...shall be allowed a preference against a nonresident bidder equal to the

preference given or required by the state in which the nonresident bidder is a resident.”

Insurance. A Certificate of Insurance that meets the State requirements must be on file in the CCCS Purchasing

Office prior to the commencement of work. The contractor shall procure at its own expense and maintain in

force during the term of the contract and all extensions thereof:

a. The contractor shall provide certificates showing insurance coverage required by the contract to the State
within 7 business days of the effective date of the contract, but in no event later than the commencement of
the services or delivery of the goods under the contract. No later than 15 days prior to the expiration date of
any such coverage, the contractor shall deliver the State certificates of insurance evidencing renewals
thereof. At any time during the term of the contract, the State may request in writing, and the contractor
shall thereupon within 10 days supply to the State, evidence satisfactory to the State of compliance with the
provisions of this section. All policies evidencing the insurance coverages required hereunder shall be issued
by insurance companies satisfactory to the State.

(1) Workers' Compensation Insurance as required by state statute, and Employer's Liability Insurance
covering all of contractor's employees acting within the course and scope of their employment.

(2) Commercial General Liability Insurance written on ISO occurrence form CG 00 01 10/93 or
equivalent, covering premises operations, fire damage, independent contractors, products and
completed operations, blanket contractual liability, personal injury, and advertising liability with
minimum limits as follows:
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(a) $1,000,000 each occurrence;

(b) $1,000,000 general aggregate;

(c) $1,000,000 products and completed operations aggregate; and

(d) $50,000 any one fire.
If any aggregate limit is reduced below $1,000,000 because of claims made or paid, the contractor shall
immediately obtain additional insurance to restore the full aggregate limit and furnish to the State a
certificate or other document satisfactory to the State showing compliance with this provision.
(3) Automobile Liability Insurance covering any auto (including owned, hired and non-owned autos) with
a minimum limit of $1,000,000 each accident combined single limit.

c. The State of Colorado shall be named as additional insured on the Commercial General Liability (leases and
construction contracts will require the additional insured coverage for completed operations on
endorsements CG 2010 11/85, CG 2037, or equivalent). Coverage required of the contract will be primary
over any insurance or self-insurance program carried by the State of Colorado.

d. The Insurance shall include provisions preventing cancellation or non-renewal without at least 30 days prior
notice to the State by certified mail within seven days.

e. The contractor will require all insurance policies in any way related to the contract and secured and
maintained by the contractor to include clauses stating that each carrier will waive all rights of recovery,
under subrogation or otherwise, against the State of Colorado, its agencies, institutions, organizations,
officers, agents, employees and volunteers.

lIl.Bid Instructions:
All questions regarding this bid must be directed to the CCCS Purchasing Agent identified on the first page.

1.

Bid must include all shipping, handling and delivery charges to Ira Williamson, Trinidad State College, Trinidad,
Colorado 81082, and be FOB Destination. No additional charges for packing, drayage, or any other purpose will be
allowed.

All bids must be submitted on the bid form provided; no substitute forms will be accepted. Bid form must be
signed in ink by an individual with express authority to bind company. CCCS will also accept a DocuSign signature
as the only acceptable form of electronic signature.

Each vendor shall furnish the information required; the unit price for each item bid must be shown; a total for each
item bid must be entered; in case of error in extension, unit price prevails.

It is understood and agreed that the delivery date and/or date of installation after receipt of a contract/purchase
order is the seller’s best offer. In its acceptance of any bid, CCCS is relying on the promised delivery date and/or
installation as material and basic to its acceptance, unless otherwise indicated. In the event of seller’s failure to
deliver as and when promised, CCCS reserves the right to cancel its acceptance order, or any part thereof, and
seller agrees that CCCS may return all or part of any shipment so made and may charge seller with any loss or
expense sustained as a result of such failure to deliver as promised, not as a penalty but as liquidated damages.
Where brand name/model number is specified, bid only this brand/model number. No equivalents will be
accepted as equipment. Furnished equipment must be able to function with the equipment and/or software
already in use.

All prices and notations shall be printed in ink or type written on the bid documents. lllegible bids or writing
shall be deemed non-responsive and will not be evaluated. A bid with missing or inconsistent information may
be considered non-responsive and may not be evaluated. Do not qualify your bid nor alter the bid format. CCCS
will be the sole judge in determining the acceptability of an offer.

In the event that all bids exceed available budget, TSC reserves the right to make award based on the total
amounts proposed and subsequently work with the vendor to reduce the number of room installations to be
completed by the awarded vendor. TSC will then complete the installations for those excluded rooms in house.
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IV.Bid Schedule:

itpurchasing@cccs.edu)

Bid Posting 5/7/2024
Mandatory Pre-Bid Conference (In-person and/or Virtual) | 5/13/2024, 9:00 a.m.
Last Day for Questions (Submit via email to 5/15/2024, 5:00 p.m.

Responses to Questions posted in VSS and BidNet Direct 5/16/2024, 5:00 p.m.

Bids Due 5/21/2024

V. Mandatory Pre-Bid Conference:

1.

To ensure sufficient information is available to firms preparing submittals, a mandatory pre-submittal bid
conference has been scheduled. The intent of this conference is to have CCCS and TSC staff available to discuss
the project.

The pre-bid conference will be held in person and via WebEx meeting?

a. In person: TSC Main Campus, Davis 202.

b. WebEx link: https://cccs-meetings.webex.com/meet/terry.hindsman

VI.Proposal Submission
Proposals must be submitted via electronic bid submission through BidNet Direct, (https://www.bidnetdirect.com/)

VII.

on or before the Proposal Submission Deadline. Proposals received after this time will not be considered and

individual extensions to the due date will not be granted. The state will not accept an e-mail, fax or other electronic
response (Dropbox, Google Docs, etc.) to this Request for Proposal. Please DO NOT submit proposals via

ColoradoVsS.

Please use the following naming convention for files submitted electronically: vendor name type of document. For

example: XYZcompany technical proposal, Acme cost proposal, my company appendices, etc. Also, please combine
all pages for the technical proposal in one document.

General Product Specification Information:

The specifications and part numbers listed are based on the latest information available to CCCS. Vendors
finding fault in the specifications contained in this bid should notify the Purchasing Agent by email prior to the
bid’s due date and time.

Items offered must be new (not used, remanufactured, refurbished, rebuilt, etc.) and of the manufacturer’s
current model and are not to contain components that are not newly manufactured, unless specifically stated
otherwise in the bid specifications. Items are to come in original manufacturer’s packaging. Manufacturer’s
warranty and any offered rebates, as applicable, must be included.

Where brand name/model number is specified, bid only that brand/model number. If “or equivalent/or equa
is stated, bidder may bid a substitute product that matches or exceeds the specifications of the brand/model
listed. Vendor must submit, with the bid response, product literature that contains complete technical
specifications. CCCS may request that the bidder submit industry comparisons to substantiate that a substitute
product is equivalent. Additionally, CCCS may require a sample(s) for evaluation. Samples of items, when
requested, must be furnished free of expense to CCCS, and if not destroyed by testing, will be returned at the
bidder’s request and expense. CCCS reserves the right to make the final determination as to whether or not a
substitute product is equivalent or better for its intended use.

Product is to be shipped with paperwork that clearly describes the item(s) by part number and description
matching the part number/description on the bid and/or purchase order. Paperwork must also reference the
purchase order number. This includes any product that is to be drop-shipped from manufacturer, distributor,
etc. Shipments received that cannot be clearly identified may be refused and/or returned to the sender.

I”
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VIIl.  Schedule of Completion:

A start and completion date will be mutually agreed upon by both parties with an approximate completion date of no later
than August 11, 2024. The work schedule must be coordinated and approved with the TSC IT Representative prior to
start.

IX.Purpose

The Colorado Community College System (CCCS) on behalf of Trinidad State College (TSC) is seeking bids for the provision
and installation of Cat 6 wiring, and removal and disposal of existing wiring. The project is located at 600 Prospect St.,
Trinidad, Colorado 81082.

X. Statement of Work

Remove and dispose of existing wire, re-install Cat 6 terminated at the client end with RJ45 and IDF end to
new Patch Panel. 138 New Cat 6 Cables in total (See chart below). Relocated existing IDF in O’Connor Hall.
Vendor to compile equipment list.

Restructuring data drops for Huggins East and West, O’Conner, Romero, and Johnson Halls. Add new IDF in
Huggins West 1st Fl and relocate IDF in O’Connor 2nd Fl. There are 322 locations in total.

1. Campus map attached (Attachment C).

2. Floorplan of Dormitories (Attachment D).

Number of cables required per dorm:
Dorm Name First Floor Second Floor Third Floor
Johnson 17 17 17
Romero 17 17
O’Conner 17 19 17
Huggins West 13 13 13
Huggins East 15 16 14

All dorm rooms in each dormitory have existing metal cabling that currently contains one COAX cable. This
cable can be removed and could be used as a pull-member for new cabling.

All Cables must be Cat 6 rated or better.

All Cables must be terminated at each end and tested.
All Terminations in IDF to new patch panel.

All Terminations in Dorm room to RJ45.

All Cables must be tested.

HUGGINS Hall

Due to Elevation differences between East and West wings, and the length of cable runs, the contractor may
decide to install a new IDF in the Huggins 2" Floor West Wing. This will be connected by Fiber back to the
original IDF. The contractor may decide to run all cables directly to the existing IDF if appropriate paths can be
made.
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O’Connor Hall

The existing IDF location and all existing cabling and infrastructure will be moved to a new location. This may
involve running new cable and will certainly involve re-terminating cables where needed.

Johnson Hall

Existing IDF will be used. Additional Patch panel(s) must be added.

Romero Hall

Existing IDF will be used. Additional Patch panel(s) must be added.

TIMING and Hours of Operation:

Completion by August 18

Access to halls will be agreed by schedule.

There are no limits to start or finish times each day.

NOTE:

Current Cable paths are full-contractor will identify and create new cable paths or remove existing cables and
re-run as necessary.
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COLORADO COMMUNITY COLLEGE SYSTEM

INVITATION FOR BID
RESPONSE SHEET

CCCS IFB 24-031, DUE: 5/21/2024, 5:00 pm MT

Please provide total amounts below. In addition, provide a detailed quote breaking down costs.

Est. Qty | Product/Service Total
NA Total Cost for Equipment
NA Total Cost for Removal and Disposal of Current
Wiring
NA Total Cost for Installation
NA Additional costs - please describe

GRAND TOTAL

Items that Must Be Included with Bid:
1. Warranty Information

2. Completed W-9 form attached to this bid.
3. Quote providing detailed costs for equipment and installation. Please provide unit pricing for the
equipment. Please provide the installation cost broken down by room.

kit +*THE FOLLOWING MUST BE COMPLETED AND INCLUDED WITH BID*####seksk

Vendor Name

Vendor Address

Vendor Phone / Fax

E-Mail Address

Printed Name, Title

Signature

Contact Name, if different

Contact Phone/Email

Assured Delivery Date

Payment Terms FOB Destination / Net45

Using the Federal Government definition, does your company qualify as:

A Small Business Yes No A Woman Owned Business Yes No
A Minority Business Yes No If Yes, State Ethnicity

A Service Disabled Veteran Owned Small Business (SDVOSB) (If yes, provide | Yes___ No

certification)

Federal ID Number ‘

Are you a member of the ColoradoVSS System?

Yes___ No | vss#
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Attachment A

Form W-9 Identifi T,equfls': fgr Taxzagert.f. ti Give form to the

Substitute Form entitication Number an ertitication requester. Do not

State of Colorado 8-2007 send to the IRS.
Name

Business name, if different from above

Check appropriate box:
[[] Individual/ Sole Proprietor [_] Corporation [ ] Partnership [ ] Other

[[] Exempt from backup withholding

Print or Type
See Specific Instructions on page 3.

Address (number, street, and apt. or suite no.) Requester:

City, state, and ZIP code.

List Account number(s) here (optional) Phone Number:

Taxpayer Identification Number (TIN)

. . R L ) . Social Security number
Enter your TIN in the appropriate box. For individuals, this is your social security number (SSN)

However, for a resident alien, sole proprietor, or disregarded entity, see the Part | instructions | | | | | | | |
on page 3. For other entities, it is your employer identification number (EIN). If you do not have a
number, see How to get a TIN on page 3.

Note: If the account is in more than one name, see the chart on page 3 for guidelines on whose Employer identification number
number to enter. | | | | | | | |

Part Il Certification

Minority and Women-owned Businesses (M/WBEs) Self Certification (Please check all boxes that apply)

In an effort to track levels of participation by women and minorities doing business with the State of Colorado, the following information is
requested. Please indicate the appropriate category of ownership for your company. “Owned” in this context means a business that is at least
51 percent owned by an individual(s) who also control(s) and operate(s) it. “Control” in this context means exercising the power to make
policy decisions. “Operate” means actively involved in the day-to-day management. If your business is jointly owned by both men and women
or is a large publicly held corporation, please check the box labeled “Not Applicable.”

Gender Information:

O Female-Owned 0 Male-Owned 0 Not Applicable

Owner Ethnicity Information

O African American O Asian/Pacific American [0 White (non-Hispanic) [0 Not Applicable

O Hispanic American [0 Native American O Other:

Small Business Information

Small Business (a business that is organized for profit, is independently owned and operated, and has 25 or fewer full time equivalent
employees.)

O Yes O No
Sign Signature of
Here U.S. person » Date »
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Attachment B
State of Colorado Purchase Order Terms and Conditions

1. Offer/Acceptance. This Purchase Order, together with these terms and conditions (including, if applicable, Addendum
1: Additional Terms and Conditions for Information Technology, below), and any other attachments, exhibits, specifications,
or appendices, whether attached or incorporated by reference (collectively the “PO”) shall represent the entire and exclusive
agreement between the State and the Vendor. If this PO refers to Vendor’s bid or proposal, this PO is an ACCEPTANCE
of Vendor's OFFER TO SELL in accordance with the terms and conditions of this PO. If a bid or proposal is not referenced,
this PO is an OFFER TO BUY, subject to Vendor's acceptance, demonstrated by Vendor's performance or written
acceptance of this PO. Any COUNTER-OFFER TO SELL automatically CANCELS this PO, unless a change order accepting
the counteroffer is issued in accordance with §4 accepting a counteroffer. The State shall not be responsible or liable for
goods or services delivered or performed prior to issuance of this PO.

2. Order of Precedence. In the event of a conflict or inconsistency within this PO, such conflict or inconsistency shall be
resolved by giving preference to the documents in the following order of priority: (a) the Purchase Order document; (b) these
Terms and Conditions (including, if applicable, Addendum 1: Additional Terms and Conditions for Information Technology
below); and (c) any attachments, exhibits, specifications, or appendices, whether attached or incorporated by reference.
Any terms and conditions included on Vendor’s forms or invoices not included in this PO are void.

3. Safety Information. All chemicals, equipment, and materials proposed or used in the performance of this PO shall
conform to the requirements of the Occupational Safety and Health Act of 1970. Vendor shall furnish all Material Safety
Data Sheets (MSDS) for any regulated chemicals, equipment, or hazardous materials at the time of delivery.

4. Changes. Vendor shall furnish goods or services in strict accordance with the specifications and price set forth for
each item. This PO shall not be modified, superseded or otherwise altered, except in writing signed by the State and
accepted by Vendor. If this PO is for goods only and Vendor has not delivered the goods prior to the expiration of this PO,
but Vendor delivers all of the goods to the State only after expiration of this PO, then the State, in its sole discretion, may
accept the goods under this PO by extending this PO and delivering the modification to Vendor; however, regardless of
anything to the contrary, if the State does not extend this PO for any reason then the goods delivered after expiration of this
PO shall be deemed rejected, Vendor shall arrange the return of all delivered goods at Vendor’s sole expense, and the
State shall have no liability for any such goods.

5. Delivery. Unless otherwise specified in this PO, delivery shall be FOB destination, freight prepaid and allowed. The
State is relying on the promised delivery date and any installation or service performance set forth in this PO as material
and basic to the State’s acceptance. If Vendor fails to deliver or perform as and when promised, the State, in its sole
discretion, may cancel its order, or any part thereof, without prejudice to its other rights, return all or part of any shipment
so made, and charge Vendor with any loss or expense sustained as a result of such failure to deliver or perform as promised.
Time is of the essence.

6. Rights to Materials. [Not Applicable to POs issued either in whole or in part for Information Technology, as
defined in CRS § 24-37.5-102(2); which shall be governed by Addendum 1 §B.] Unless specifically stated otherwise in
this PO, all materials, including without limitation supplies, equipment, documents, content, information, or other material of
any type, whether tangible or intangible (collectively “Materials”), furnished by the State to Vendor or delivered by Vendor
to the State in performance of its obligations under this PO shall be the exclusive property of the State. Vendor shall return
or deliver all Materials to the State upon completion or termination of this PO.

7. Reporting. If Vendor is served with a pleading or other document in connection with an action before a court or other
administrative decision making body, and such pleading or document relates to this PO or may affect Vendor’s ability to
perform its obligations under this PO, Vendor shall, within 10 days after being served, notify the State of such action and
deliver copies of such pleading or document to the State. Vendor shall disclose, in a timely manner, in writing to the State
all violations of federal or state criminal law involving fraud, bribery, or gratuity violations potentially affecting this PO. The
State may impose any remedies available, which may include, without limitation, suspension or debarment.

8. Conflicts of Interest. Vendor acknowledges that with respect to this PO, even the appearance of a conflict of interest
is harmful to the State’s interests. Absent the State’s prior written approval, Vendor shall refrain from any practices, activities,
or relationships that reasonably may appear to be in conflict with the full performance of Vendor’s obligations to the State
hereunder. If a conflict or appearance of a conflict of interest exists, or if Vendor is uncertain as to such, Vendor shall submit
to the State a disclosure statement setting forth the relevant details for the State’s consideration. Failure to promptly submit
a disclosure statement or to follow the State’s direction with respect to the actual or apparent conflict constitutes a breach
of this PO. Vendor acknowledges that all State employees are subject to the ethical principles described in §24-18-105,
C.R.S. Vendor further acknowledges that State employees may be subject to the requirements of §24-18-105, C.R.S. with
regard to this PO.

Page 10 of 19



9. Warranties. All provisions and remedies of the Colorado Uniform Commercial Code, CRS, Title 4 (“UCC”), relating to
implied or express warranties for goods are incorporated herein, in addition to any warranties contained in this PO.

10. Inspection and Acceptance. The State’s final acceptance of goods or services is contingent upon completion of all
applicable inspection procedures. All goods delivered shall be newly manufactured and the current model, unless otherwise
specified. The State shall have the right to inspect goods or services provided under this PO at all reasonable times and
places. The State shall be the sole judge in determining “equals” with regard to conformance with the specifications outlined
in this PO for quality, price, and performance. If any of the goods or services do not conform to this PO, the State, at its sole
discretion, may require Vendor to either (a) replace the goods specified by the State or (b) perform the services again,
without additional payment from the State. When defects in the quality or quantity of goods or services cannot be corrected
by replacement or re-performance, the State may (c) require Vendor to take necessary action to ensure that future
performance conforms to this PO and (d) equitably reduce the payment due Vendor to reflect the reduced value of the
goods or services performed. These remedies do not limit the remedies otherwise available in this PO, at law, or in equity.

11. Taxes. The State is exempt from federal excise taxes and from State and local sales and use taxes. The State shall
not be liable for the payment of any excise, sales, or use taxes imposed on Vendor. A tax exemption certificate will be made
available upon Vendor’s request.

12. Payment. The State shall not pay Vendor any amount for performance under this PO in excess of the Document Total
set forth on the Purchase Order document. The State shall pay Vendor for all amounts due within 45 days after the State’s
receipt of goods or services and acceptance of a correct invoice of amount due. Amounts not paid by the State within 45
days of the State’s acceptance of the invoice shall bear interest on the unpaid balance beginning on the 45th day at the rate
set forth in CRS §24-30-202(24) until paid in full. Interest shall not accrue if a good faith dispute exists as to the State’s
obligation to pay all or a portion of the amount due. Vendor shall invoice the State separately for interest on delinquent
amounts due, referencing the delinquent payment, number of day’s interest to be paid, and applicable interest rate. The
State may benefit from any early payment discount offered by Vendor by making payment within the timeframes required
by Vendor to be eligible for such discount. If Vendor offers an early payment discount, then the discount shall be shown on
Vendor's invoices to the State, and if the State makes payment on the invoice within the time frame for the discount, Vendor
shall either (a) accept the payment amount less the appropriate discount or (b) refund the discount back to the State. Except
as specifically agreed in this PO, Vendor shall be solely responsible for all costs, expenses, and other charges it incurs in
connection with its performance under this PO.

13. Assignment. Vendor’s rights and obligations under this PO shall not be transferred or assigned without the prior,
written consent of the State and execution of a new PO. Any attempt at assignment or transfer without such consent and
new PO shall be void. Any new PO approved by the State shall be subject to the same terms and conditions as those set
forth in this PO.

14. Subcontracts. Unless otherwise specified in this PO, Vendor shall not enter into any subcontract in connection with
its obligations under this PO without the prior, written approval of the State. Vendor shall submit to the State a copy of each
such subcontract upon request by the State. All subcontracts entered into by Vendor in connection with this PO shall comply
with all applicable federal and state laws and regulations, shall provide that they are governed by the laws of the State of
Colorado, and shall be subject to all provisions of this PO.

15. Severability. The invalidity or unenforceability of any provision of this PO shall not affect the validity or enforceability
of any other provision of this PO, which shall remain in full force and effect, provided, that the parties can continue to perform
their obligations in accordance with the intent of this PO.

16. Survival of Certain PO Terms. Any provision of this PO that imposes an obligation on a party after termination or
expiration of this PO shall survive the termination or expiration of this PO and shall be enforceable by the other party.

17. Third Party Beneficiaries. Except for the parties’ respective successors and assigns, this PO does not and is not
intended to confer any rights or remedies upon any person or entity other than the parties. Enforcement of this PO and all
rights and obligations hereunder is reserved solely to the parties. Any services or benefits which third parties receive as a
result of this PO are incidental to this PO, and do not create any rights for such third parties.

18. Waiver. A party’s failure or delay in exercising any right, power, or privilege under this PO, whether explicit or by lack
of enforcement, shall not operate as a waiver, nor shall any single or partial exercise of any right, power, or privilege preclude
any other or further exercise of such right, power, or privilege.

19. Indemnification. [Not Applicable to Inter-governmental POs] Vendor shall indemnify, save, and hold harmless the

State, its employees, agents and assignees (the “Indemnified Parties”), against any and all costs, expenses, claims,

damages, liabilities, court awards and other amounts (including attorneys’ fees and related costs) incurred by any of the

Indemnified Parties in relation to any act or omission by Vendor, or its employees, agents, subcontractors, or assignees in

connection with this PO. This shall include, without limitation, any and all costs, expenses, claims, damages, liabilities, court

awards and other amounts incurred by the Indemnified Parties in relation to any claim that any work infringes a patent,
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copyright, trademark, trade secret, or any other intellectual property right or any claim for loss or improper disclosure of any
confidential information or personally identifiable information.

20. Notice. All notices given under this PO shall be in writing and shall be delivered to the contacts for each party listed on
the Purchase Order document. Either party may change its contact or contact information by notice submitted in writing to
the other party without a formal modification to this PO.

21. Insurance. Except as otherwise specifically stated in this PO, Vendor shall obtain and maintain insurance as specified
in this section at all times during the term of this PO: (a) workers’ compensation insurance as required by state statute, and
employers’ liability insurance covering all Vendor employees acting within the course and scope of their employment; (b)
Commercial general liability insurance written on an Insurance Services Office occurrence form, covering premises
operations, fire damage, independent contractors, products and completed operations, blanket contractual liability, personal
injury, and advertising liability with minimum limits as follows: $1,000,000 each occurrence; $1,000,000 general aggregate;
$1,000,000 products and completed operations aggregate; and $50,000 any one fire; and (c) Automobile liability insurance
covering any auto (including owned, hired and non-owned autos) with a minimum limit of $1,000,000 each accident
combined single limit. If Vendor will or may have access to any protected information, then Vendor shall also obtain and
maintain insurance covering loss and disclosure of protected information and claims based on alleged violations of privacy
right through improper use and disclosure of protected information with limits of $1,000,000 each occurrence and
$1,000,000 general aggregate at all times during the term of this PO. Additional insurance may be required as provided
elsewhere in this PO. All insurance policies required by this PO shall be issued by insurance companies with an AM Best
rating of A-VIII or better. This insurance requirement shall not apply if this PO is solely for goods, as determined by the
State, unless specifically stated otherwise in this PO or any attachment or exhibit to this PO. If Vendor is a public agency
within the meaning of the Colorado Governmental Immunity Act, then this section shall not apply, and Vendor shall instead
comply with the Colorado Governmental Immunity Act. The State shall be named as additional insured on all commercial
general liability policies required of Vendor. All insurance policies secured or maintained by Vendor in relation to this
Purchase Order shall include clauses stating that each carrier shall waive all rights of recovery under subrogation or
otherwise against Vendor or the State, its agencies, institutions, organizations, officers, agents, employees, and volunteers.

22. Termination Prior to Vendor Acceptance. If Vendor has not begun performance under this PO, the State may cancel
this PO by providing written notice to the Vendor.

23. Termination for Cause. (a) If Vendor refuses or fails to timely and properly perform any of its obligations under this
PO with such diligence as will ensure its completion within the time specified in this PO, the State may notify Vendor in
writing of non-performance and, if not corrected by Vendor within the time specified in the notice, terminate Vendor’s right
to proceed with this PO or such part thereof as to which there has been delay or a failure. Vendor shall continue performance
of this PO to the extent not terminated. (b) Vendor shall be liable for excess costs incurred by the State in procuring similar
goods or services and the State may withhold such amounts as the State deems necessary. (c) If after rejection, revocation,
or other termination of Vendor’s right to proceed under the UCC or this clause, the State determines for any reason that
Vendor was not in default or the delay was excusable, the rights and obligations of the State and Vendor shall be the same
as if the notice of termination had been issued pursuant to termination under §24.

24. Termination in Public Interest. The State is entering into this PO for the purpose of carrying out the public interest of
the State, as determined by its Governor, General Assembly, or Courts. If this PO ceases to further the public interest of
the State as determined by its Governor, General Assembly, or Courts, the State, in its sole discretion, may terminate this
PO in whole or in part and such termination shall not be deemed to be a breach of the State’s obligations hereunder. This
section shall not apply to a termination for cause, which shall be governed by §23. A determination that this PO should be
terminated in the public interest shall not be equivalent to a State right to terminate for convenience. The State shall give
written notice of termination to Vendor specifying the part of this PO terminated and when termination becomes effective.
Upon receipt of notice of termination, Vendor shall not incur further obligations except as necessary to mitigate costs of
performance. For services or specially manufactured goods, the State shall pay (a) reasonable settlement expenses, (b)
this PO price or rate for supplies and services delivered and accepted, (c) reasonable costs of performance on unaccepted
supplies and services, and (d) a reasonable profit for the unaccepted work. For existing goods, the State shall pay (e)
reasonable settlement expenses, (f) the PO price for goods delivered and accepted, (g) reasonable costs incurred in
preparation for delivery of the undelivered goods, and (h) a reasonable profit for the preparatory work. The State’s
termination liability under this section shall not exceed the total PO price. As a condition for payment under this section,
Vendor shall submit a termination proposal and reasonable supporting documentation, and cost and pricing data as
requested by the State.

25. Funds Availability. Financial obligations of the State payable after the State’s current fiscal year are contingent upon
funds for that purpose being appropriated, budgeted, and otherwise made available. If this PO is funded in whole or in part
with federal funds, this PO is subject to and contingent upon the continuing availability of federal funds for the purposes
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hereof. The State represents that it has set aside sufficient funds to make payment for goods delivered in a single
installment, in accordance with the terms of this PO.

26. Governmental Immunity. Liability for claims for injuries to persons or property arising from the negligence of the State,
its departments, boards, commissions committees, bureaus, offices, employees and officials shall be controlled and limited
by the provisions of the Colorado Governmental Immunity Act, CRS §24-10-101, et seq., the Federal Tort Claims Act, 28
U.S.C. Pt. VI, Ch. 171 and 28 U.S.C. 1346(b), and the State’s risk management statutes, CRS §§24-30-1501, et seq. No
term or condition of this PO shall be construed or interpreted as a waiver, express or implied, of any of the immunities,
rights, benefits, protections, or other provisions, contained in these statutes.

27. Independent Contractor. Vendor shall perform its duties under this PO as an independent contractor and not as an
employee. Neither Vendor nor any agent or employee of Vendor shall be deemed to be an agent or employee of the State.
Vendor shall not have authorization, express or implied, to bind the State to any agreement, liability or understanding, except
as expressly set forth herein. Vendor and its employees and agents are not entitled to unemployment insurance or
workers compensation benefits through the State and the State shall not pay for or otherwise provide such
coverage for Vendor or any of its agents or employees. Vendor shall pay when due all applicable employment
taxes, income taxes and local head taxes incurred pursuant to this PO. Vendor shall (a) provide and keep in force
workers' compensation and unemployment compensation insurance in the amounts required by law, (b) provide
proof thereof when requested by the State, and (c) be solely responsible for its acts and those of its employees
and agents.

28. Compliance with Law. Vendor shall comply with all applicable federal and state laws, rules, and regulations in effect
or hereafter established, including, without limitation, laws applicable to discrimination and unfair employment practices.

29. Choice of Law, Jurisdiction and Venue. [Not Applicable to Inter-governmental POs] Colorado law, and rules and
regulations issued pursuant thereto, shall be applied in the interpretation, execution, and enforcement of this PO. The UCC
shall govern this PO in the case of goods unless otherwise agreed in this PO. Any provision included or incorporated herein
by reference, which conflicts with said laws, rules, and regulations shall be null and void. All suits or actions related to this
PO shall be filed and proceedings held in the State of Colorado and exclusive venue shall be in the City and County of
Denver. Any provision incorporated herein by reference which purports to negate this or any other provision in this PO in
whole or in part shall not be valid or enforceable or available in any action at law, whether by way of complaint, defense, or
otherwise. Vendor shall exhaust administrative remedies in CRS §24-109-106, prior to commencing any judicial action
against the State.

30. Prohibited Terms. Nothing in this PO shall be construed as a waiver of any provision of CRS §24-106-109. Any term
included in this PO that requires the State to indemnify or hold Vendor harmless; requires the State to agree to binding
arbitration; limits Vendor’s liability for damages resulting from death, bodily injury, or damage to tangible property; or that
conflicts with that statute in any way shall be void ab initio.

31. Vendor Offset and Erroneous Payments. [Not Applicable to Inter-governmental POs or to POs issued solely for
goods] The State Controller may withhold payment under the State’s Vendor offset intercept system for debts owed to
State agencies for: (a) unpaid child support debts or child support arrearages; (b) unpaid balances of tax, accrued interest,
or other charges specified in CRS §39-21-101, et seq.; (c) unpaid loans due to the Student Loan Division of the Department
of Higher Education; (d) amounts required to be paid to the Unemployment Compensation Fund; and (e) other unpaid debts
owing to the State as a result of final agency determination or judicial action. The State may also recover, at the State’s
discretion, payments made to Vendor in error for any reason, including, but not limited to, overpayments or improper
payments, and unexpended or excess funds received by Vendor by deduction from subsequent payments under this PO,
deduction from any payment due under any other contracts, grants or agreements between the State and Vendor, or by
any other appropriate method for collecting debts owed to the State.
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ADDENDUM 1:
Additional Terms & Conditions for Information Technology

IF ANY PART OF THE SUBJECT MATTER OF THIS PO IS INFORMATION TECHNOLOGY, AS DEFINED IN
CRS § 24-37.5-102 (2), THE FOLLOWING PROVISIONS ALSO APPLY TO THIS PO.

A. Definitions. The following terms shall be construed and interpreted as follows: (a) “Business Day” means any day in
which the State is open and conducting business, but shall not include Saturday, Sunday or any day on which the State
observes one of the holidays listed in CRS §24-11-101(1); (b) “CJI” means criminal justice information collected by criminal
justice agencies needed for the performance of their authorized functions, including, without limitation, all information
defined as criminal justice information by the U.S. Department of Justice, Federal Bureau of Investigation, Criminal Justice
Information Services Security Policy, as amended, and all Criminal Justice Records as defined under CRS §24-72-302; (c)
“‘HIPAA” means the federal Health Information Portability and Accountability Act; (d) “Incident” means any accidental or
deliberate event that results in or constitutes an imminent threat of the unauthorized access, loss, disclosure, modification,
disruption, or destruction of any communications or information resources of the State, pursuant to CRS §§24-37.5-401 et
seq.; (e) “PCI” means payment card information including any data related to credit card holders’ names, credit card
numbers, or the other credit card information as may be protected by state or federal law; (f) “PHI” means any protected
health information, including, without limitation any information whether oral or recorded in any form or medium that relates
to the past, present or future physical or mental condition of an individual; the provision of health care to an individual; or
the past, present or future payment for the provision of health care to an individual; and that identifies the individual or with
respect to which there is a reasonable basis to believe the information can be used to identify the individual including,
without limitation, any information defined as Individually Identifiable Health Information by HIPAA; (g) “PIlI” means
personally identifiable information including, without limitation, any information maintained by the State about an individual
that can be used to distinguish or trace an individual's identity, such as name, social security number, date and place of
birth, mother’s maiden name, or biometric records, including, without limitation, all information defined as personally
identifiable information in CRS §24-72-501. “PII” shall also mean “personal identifying information” as set forth at § 24-74-
102, et. seq., C.R.S. ; (h) “State Confidential Information” means any and all State Records not subject to disclosure
under the Colorado Open Records Act, CRS §§24-72-200.1, et seq. (‘CORA”), and includes, without limitation, PII, PHI,
PCI, Tax Information, CJI, and State personnel records not subject to disclosure under CORA,; (i) “State Records” means
any and all State data, information, and records, regardless of physical form; (j) “Tax Information” means federal and State
of Colorado tax information including, without limitation, federal and State tax returns, return information, and such other
tax-related information as may be protected by federal and State law and regulation, including, without limitation all
information defined as federal tax information in Internal Revenue Service Publication 1075; and (k) “Work Product” means
the tangible and intangible results of the delivery of goods and performance of services, whether finished or unfinished,
including drafts.

B. Intellectual Property. Except to the extent specifically provided elsewhere in this PO, any State information, including
without limitation pre-existing State software, research, reports, studies, data, photographs, negatives or other documents,
drawings, models, materials; or Work Product prepared by Vendor in the performance of its obligations under this PO shall
be the exclusive property of the State (collectively, “State Materials”). Vendor shall deliver all State Materials to the State
upon completion or termination of this PO. The State’s exclusive rights in any Work Product prepared by Vendor shall
include, but not be limited to, the right to copy, publish, display, transfer, and prepare derivative works. Vendor shall not
use, willingly allow, cause or permit any State Materials to be used for any purpose other than the performance of Vendor’s
obligations hereunder without the prior written consent of the State. The State shall maintain complete and accurate records
relating to (a) its use of all Vendor and third party software licenses and rights to use any Vendor or third party software
granted under this PO and its attachments to which the State is a party and (b) all amounts payable to Vendor pursuant to
this PO and its attachments and the State’s obligations under this PO or to any amounts payable to Vendor in relation to
this PO, which records shall contain sufficient information to permit Vendor to confirm the State’s compliance with the use
restrictions and payment obligations under this PO or to any third-party use restrictions to which the State is a party. Vendor
retains the exclusive rights, title and ownership to any and all pre-existing materials owned by or licensed to Vendor
including, but not limited to all pre-existing software, licensed products, associated source code, machine code, text images,
audio, video, and third-party materials, delivered by Vendor under this PO, whether incorporated in a deliverable or
necessary to use a deliverable (collectively, “Vendor Property”). Vendor Property shall be licensed to the State as set forth
in a State-approved license agreement: (c) entered into as exhibits or attachments to this PO, (d) obtained by the State
from the applicable third-party Vendor, or (e) in the case of open source software, the license terms set forth in the applicable
open source license agreement. Notwithstanding anything to the contrary herein, the State shall not be subject to any
provision incorporated in any exhibit or attachment attached hereto, any provision incorporated in any terms and conditions
appearing on any website, any provision incorporated into any click through or online agreements, or any provision
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incorporated into any other document or agreement between the parties that (i) requires the State to indemnify Vendor or
any other party, (ii) is in violation of State laws, regulations, rules, fiscal rules, policies, or other State requirements as
deemed solely by the State, or (iii) is contrary to this PO.

C. License or Use Audit Rights. If this PO includes any license or other right to use Vendor's intellectual property,
Vendor shall have the right, at any time during and throughout the term of this PO, but not more than once during any State
fiscal year, to request via written notice in accordance with the notice provisions of this PO that the State audit its use of
Vendor's intellectual property and certify as to its compliance with any applicable license or use restrictions and limitations
contained in this PO (an “Audit Request”). The Audit Request shall specify the time period to be covered by the audit, which
shall not include any time periods covered by a previous audit. The State shall complete the audit and provide certification
of its compliance to Vendor (“Audit Certification”) within 120 days following the State’s receipt of the Audit Request. If upon
receipt of the State’s Audit Certification, the parties reasonably determine that: (a) the State’s use of licenses, use of
software, use of programs, or any other use of intellectual property during the audit period exceeded the use restrictions
and limitations contained in this PO (“Overuse”) and (b) the State would have been or is then required to purchase additional
rights to use Vendor's intellectual property (“Additional Rights”), Vendor shall provide written notice to the State in
accordance with the notice provisions of this PO identifying any Overuse or required Additional Rights and request that the
State bring its use into compliance with such use restrictions and limitations. Notwithstanding anything to the contrary in
this PO, or incorporated as a part of Vendor’s or any subcontractor's website, click-through or online agreements, third-
party agreements, or any other documents or agreements between the parties, the State shall not be liable for the costs
associated with any Overuse or Additional Rights, during the audit period regardless of whether the State may have been
notified in advance of such costs.

D. Vendor Records. Vendor shall maintain a file of all documents, records, communications, notes, and other materials
relating to the work (the “Vendor Records”). Vendor Records shall include all documents, records, communications, notes
and other materials maintained by Vendor that relate to any work performed by Subcontractors, and Vendor shall maintain
all records related to the work performed by Subcontractors required to ensure proper performance of that work. Unless a
longer period is required in this PO or any attachment or exhibit to this PO, Vendor shall maintain Vendor Records until the
last to occur of: (a) the date 3 years after the date this Purchase Order expires or is terminated, (b) final payment under this
Purchase Order is made, (c) the resolution of any pending Purchase Order matters, or (d) if an audit is occurring, or Vendor
has received notice that an audit is pending, the date such audit is completed and its findings have been resolved (the
“Record Retention Period”). Vendor shall permit the State, the federal government, and any other duly authorized agent of
a governmental agency to audit, inspect, examine, excerpt, copy, and transcribe Vendor Records during the Record
Retention Period. Vendor shall make Vendor Records available during normal business hours at Vendor's office or place of
business, or at other mutually agreed upon times or locations, upon no fewer than 2 Business Days’ notice from the State,
unless the State determines that a shorter period of notice, or no notice, is necessary to protect the interests of the State.
The State, in its discretion, may monitor Vendor’s performance of its obligations under this Purchase Order using procedures
as determined by the State. The State shall monitor Vendor’s performance in a manner that does not unduly interfere with
Vendor's performance of the work. Vendor shall promptly submit to the State a copy of any final audit report of an audit
performed on Vendor’s records that relates to or affects this Purchase Order or the work, whether the audit is conducted by
Vendor or a third party.

E. Information Confidentiality. Vendor shall keep confidential, and cause all subcontractors to keep confidential, all
State Records, unless those State Records are publicly available. Vendor shall not, without prior written approval of the
State, use, publish, copy, disclose to any third party, or permit the use by any third party of any State Records, except as
otherwise stated in this PO, permitted by law, or approved in writing by the State. Vendor shall provide for the security of all
State Confidential Information in accordance with all applicable laws, rules, policies, publications, and guidelines. If Vendor
or any of its subcontractors will or may have access to any State Confidential Information or any other protected information,
Vendor shall comply with all Colorado Office of Information Security (OIS) policies and procedures which OIS has issued
pursuant to CRS §§24-37.5-401 through 406, and 8 CCR §1501-5 and posted at https://oit.colorado.gov/standards-policies-
guides/technical-standards-policies, all information security and privacy obligations imposed by any federal, state, or local
statute or regulation, or by any industry standards or guidelines, as applicable based on the classification of the data relevant
to Vendor’s performance under this PO. Such obligations may arise from HIPAA; IRS Publication 1075; Payment Card
Industry Data Security Standard (PCI-DSS); Federal Bureau of Investigation Criminal Justice Information Service Security
Addendum; Centers for Medicare & Medicaid Services (CMS) Minimum Acceptable Risk Standards for Exchanges; and
Electronic Information Exchange Security Requirements and Procedures for State and Local Agencies Exchanging
Electronic Information with The Social Security Administration. Vendor shall immediately forward any request or demand
for State Records to the State’s purchasing agent.

F. Other Entity Access and Nondisclosure Agreements. Vendor may provide State Records to its agents, employees,

assigns and subcontractors as necessary to perform the work, but shall restrict access to State Confidential Information to

those agents, employees, assigns, and subcontractors who require access to perform their obligations under this PO.
Page 15 of 19



Vendor shall ensure all such agents, employees, assigns, and subcontractors sign agreements containing nondisclosure
provisions at least as protective as those in this PO, and that the nondisclosure provisions are in force at all times the agent,
employee, assign or subcontractor has access to any State Confidential Information. Vendor shall provide copies of those
signed nondisclosure provisions to the State upon execution of the nondisclosure provisions if requested by the State.

G. Use, Security, and Retention. Vendor shall use, hold, and maintain State Confidential Information in compliance with
all applicable laws and regulations only in facilities located within the United States, and shall maintain a secure environment
that ensures confidentiality of all State Confidential Information. Vendor shall provide the State with access, subject to
Vendor's reasonable security requirements, for purposes of inspecting and monitoring access and use of State Confidential
Information and evaluating security control effectiveness. Upon the expiration or termination of this PO, Vendor shall return
State Records provided to Vendor or destroy such State Records and certify to the State that it has done so, as directed by
the State. If Vendor is prevented by law or regulation from returning or destroying State Confidential Information, Vendor
warrants it will guarantee the confidentiality of, and cease to use, such State Confidential Information.

H. Incident Notice and Remediation. If Vendor becomes aware of any Incident, it shall notify the State immediately and
cooperate with the State regarding recovery, remediation, and the necessity to involve law enforcement, as determined by
the State. Unless Vendor can establish none of Vendor or any of its agents, employees, assigns, or subcontractors are the
cause or source of the Incident, Vendor shall be responsible for the cost of notifying each person who may have been
impacted by the Incident. After an Incident, Vendor shall take steps to reduce the risk of incurring a similar type of Incident
in the future as directed by the State, which may include, but is not limited to, developing and implementing a remediation
plan that is approved by the State at no additional cost to the State. The State may adjust or direct modifications to this
plan, in its sole discretion and Vendor shall make all modifications as directed by the State. If Vendor cannot produce its
analysis and plan within the allotted time, the State, in its sole discretion, may perform such analysis and produce a
remediation plan, and Vendor shall reimburse the State for the reasonable actual costs thereof.

. Data Protection and Handling. Vendor shall ensure that all State Records and Work Product in the possession of
Vendor or any subcontractors are protected and handled in accordance with the requirements of this PO at all times. Upon
request by the State made any time prior to 60 days following the termination of this PO for any reason, whether or not this
PO is expiring or terminating, Vendor shall make available to the State a complete and secure download file of all data that
is encrypted and appropriately authenticated. This download file shall be made available to the State within 10 Business
Days following the State’s request, and shall contain, without limitation, all State Records, Work Product, and system
schema and transformation definitions, or delimited text files with documents, detailed schema definitions, and attachments
in its native format. Upon the termination of Vendor’s services under this PO, Vendor shall, as directed by the State, return
all State Records provided by the State to Vendor, and the copies thereof, to the State or destroy all such State Records
and certify to the State that it has done so. If legal obligations imposed upon Vendor prevent Vendor from returning or
destroying all or part of the State Records provided by the State, Vendor shall guarantee the confidentiality of all State
Records in Vendor’s possession and will not actively process such data. The State retains the right to use the established
operational services to access and retrieve State Records stored on Vendor’s infrastructure at its sole discretion and at any
time.

J. Compliance with OIS Policies and Procedure. Vendor shall review, on a semi-annual basis, all Colorado Office of
Information Security (“OIS”) policies and procedures which OIS has promulgated pursuant to CRS §§ 24-37.5-401 through
406 and 8 CCR § 1501-5 and posted at https://oit.colorado.gov/standards-policies-guides/technical-standards-policies, to
ensure compliance with the standards and guidelines published therein. Vendor shall cooperate, and shall cause its
subcontractors to cooperate, with the performance of security audit and penetration tests by OIS or its designee.

K. Safeguarding PIl. If Vendor or any of its subcontractors will or may receive PII under this PO, Vendor shall provide for
the security of such PII, in a manner and form acceptable to the State, including, without limitation, all State requirements
relating to non-disclosure, use of appropriate technology, security practices, computer access security, data access security,
data storage encryption, data transmission encryption, security inspections, and audits. Vendor shall be a “Third-Party
Service Provider” as defined in CRS §24-73-103(1)(i) and shall maintain security procedures and practices consistent with
CRS §§24-73-101. In addition, as set forth in § 24-74-102, et. seq., C.R.S., Contractor, including, but not limited to,
Contractor's employees, agents and Subcontractors, agrees not to share any PIl with any third parties for the purpose of
investigating for, participating in, cooperating with, or assisting with Federal immigration enforcement. If Contractor is given
direct access to any State databases containing Pll, Contractor shall execute, on behalf of itself and its employees, the
certification Pll Individual Certification Form or PII Entity Certification Form [Download form from Hyperlink] on an annual
basis and Contractor’s duty and obligation to certify shall continue as long as Contractor has direct access to any State
databases containing PII. If Contractor uses any Subcontractors to perform services requiring direct access to State
databases containing PII, the Contractor shall require such Subcontractors to execute and deliver the certification to the
State on an annual basis, so long as the Subcontractor has access to State databases containing PII.
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L. Software Piracy Prohibition. State or other public funds payable under this PO shall not be used for the acquisition,
operation, or maintenance of computer software in violation of federal copyright laws or applicable licensing restrictions.
Vendor hereby certifies and warrants that, during the term of this PO and any extensions, Vendor has and shall maintain in
place appropriate systems and controls to prevent such improper use of public funds. If the State determines that Vendor
is in violation of this provision, the State may exercise any remedy available at law or in equity or under this PO, including,
without limitation, immediate termination of this PO and any remedy consistent with federal copyright laws or applicable
licensing restrictions.

M. Information Technology. To the extent that Vendor provides physical or logical storage of State Records; Vendor
creates, uses, processes, discloses, transmits, or disposes of State Records; or Vendor is otherwise given physical or logical
access to State Records in order to perform Vendor's obligations under this PO, Vendor shall, and shall cause its
subcontractors, to: (a) provide physical and logical protection for all hardware, software, applications, and data that meets
or exceeds industry standards and the requirements of this PO; (b) maintain network, system, and application security,
which includes, but is not limited to, network firewalls, intrusion detection (host and network), annual security testing, and
improvements or enhancements consistent with evolving industry standards; (¢) comply with State and federal rules and
regulations related to overall security, privacy, confidentiality, integrity, availability, and auditing; (d) provide that security is
not compromised by unauthorized access to workspaces, computers, networks, software, databases, or other physical or
electronic environments; (e) promptly report all Incidents, including Incidents that do not result in unauthorized disclosure
or loss of data integrity, to a designated representative of the OIS; and (f) comply with all rules, policies, procedures, and
standards issued by the Governor’s Office of Information Technology (OIT), including project lifecycle methodology and
governance, technical standards, documentation, and other requirements posted at https://oit.colorado.gov/standards-
policies-guides/technical-standards-policies. Vendor shall not allow remote access to State Records from outside the United
States, including access by Vendor’'s employees or agents, without the prior express written consent of OIS. Vendor shall
communicate any request regarding non-U.S. access to State Records to the State. The State, acting by and through OIS,
shall have sole discretion to grant or deny any such request.

N. Accessibility. Vendor shall comply with and the Work Product provided under this PO shall be in compliance with all
applicable provisions of §§24-85-101, et seq., C.R.S., and the Accessibility Standards for Individuals with a Disability, as
established by OIT pursuant to Section §24-85-103 (2.5), C.R.S. Vendor shall also comply with all State of Colorado
technology standards related to technology accessibility and with Level AA of the most current version of the Web Content
Accessibility Guidelines (WCAG), incorporated in the State of Colorado technology standards. Vendor shall indemnify, save,
and hold harmless the Indemnified Parties against any and all costs, expenses, claims, damages, liabilities, court awards
and other amounts (including attorneys’ fees and related costs) incurred by any of the Indemnified Parties in relation to
Vendor’s failure to comply with §§24-85-101, et seq., C.R.S., or the Accessibility Standards for Individuals with a Disability
as established by OIT pursuant to Section §24-85-103 (2.5), C.R.S. The State may require Vendor’'s compliance to the
State’s Accessibility Standards to be determined by a third party selected by the State to attest to Vendor’'s Work Product
and software is in compliance with §§24-85-101, et seq., C.R.S., and the Accessibility Standards for Individuals with a
Disability as established by OIT pursuant to Section §24-85-103 (2.5), C.R.S.
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